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computing power and massive storage space. Therefore, it is an
effective method to improve the efficiency of training deep
learning models for big data feature learning by offloading the
expensive operations to the cloud [11], [12]. However, privacy
concerns bring forward in the cloud computing because some
data in big data sets, such as identity information and the
association rules hidden in the big data, are considered as
private data, which may contain sensitive data of governments
or proprietary information of the enterprises. Sensitive data is
easily disclosed during the process of the computation on the
cloud. Disclosure of sensitive data is not only a privacy issue
but of legal concerns according to privacy protection laws such
as the Health Insurance Portability and Accountability Act
(HIPAA) [13]. As a consequence, back-propagation cannot
directly be performed on the cloud.
A large number of works have focused on the secure backpropagation learning, which can be grouped by two categories:
data perturbation methods and cryptographic methods.
Methods of the first type protect the private data by adding
noise to the source data [14] . However, the noise will reduce
the accuracy of the back-propagation learning. Methods of the
second type use the encryption algorithms to preserve the
privacy [15]-[18]. However, they can only work in the scenario
of multiple parties’ collaboration.
Aiming at this problem, we propose a privacy preserving
back-propagation algorithm based on the full homomorphic
encryption scheme. The proposed algorithm improved the
efficiency of back-propagation learning by offloading the
expensive operations on the cloud. Furthermore, to prevent the
disclosure of private data, we use the full homomorphic
encryption scheme to encrypt the source data. Specially, the
BGV encryption algorithm that is the currently most efficient
full homomorphic encryption scheme is utilized in the
proposed algorithm. Since the BGV encryption scheme does
not support the exponentiation operation and the division
operation which are used in the activation function of the backpropagation algorithm over ciphertexts, the paper uses the
Maclaurin formula to approximate the activation function as a

Abstract—Back-propagation is the most effective algorithm for
training deep learning models that are proved to have a great
ability for big data feature learning. However, back-propagation
is of high time complexity, leading to a low efficiency of big data
learning. Aiming at this problem, the paper proposes a privacy
preserving back-propagation algorithm based on the BGV
encryption scheme on cloud. The proposed algorithm improved
the efficiency of back-propagation learning by offloading the
expensive operations on the cloud. Furthermore, the BGV
encryption scheme is used to protect the private data during the
learning process using the power of the cloud computing.
Experiments show that our proposed scheme is secure and
efficient.
Index Terms—Back-propagation; big data learning; cloud
computing; the BGV encryption scheme

I. INTRODUCTION
With the rapid development of the internet of things, social
networks and e-commerce in recent years, we have entered the
ear of big data [1], [2]. Deep learning models have been proved
to have a great ability for learning features and hierarchical
representations of big data by supervised/unsupervised
strategies [3], [4]. They have been successfully used in many
applications such as image processing, audio recognition and
natural language analysis [5]. However, the huge amount of big
data poses an important challenge on big data. Specially, as the
most effective training algorithm, back-propagation finds it
difficult to satisfy the real-time requirement of big data feature
learning since it is of high time complexity [6]. Therefore, how
to improve the efficiency of bake-propagation learning has
become a problem needed to be settled urgently in big data
processing and mining these days.
Today, cloud computing has come to play a vital role in big
data modeling and analytic [7], [8]. It has been successfully
applied in industrial products and commercial fields that take
advantage of big data [9], [10]. For example, with cloud
computing, Google offers a wide variety of real-time services
such as real-time searching, real-time translation and voice
recognition. Cloud computing provides us with strong
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An effective algorithm for training the parameters {W, b,
W’, b’} is the back-propagation algorithm [20] that consists of
two steps: feed forward and error back-propagation as outlined
in Algorithm 1.
The stacked auto-encoder model is stacked by multiple
auto-encoders, whose task is to train the weights and biases
between layers by the following two steps: layer-wise pretraining and fine-tuning. In the layer-wise pre-training, the
weights and biases of each auto-encoder are trained
independently by the back-propagation algorithm. After pretraining, the stacked adds a final layer to train the final
parameters.

polynomial function including only addition operations and
multiplication operations [12].
We evaluate the performance of the proposed algorithm on
several classification datasets by comparison with the
conventional back-propagation learning algorithm in terms of
efficiency and accuracy. Experimental results show that our
scheme can improve the efficiency of the back-propagation
algorithm for big data feature learning by offloading the
expensive operations to the cloud without disclosing the private
data.
The rest of the paper is organized as follows: Section 2
presents the preliminaries related to this paper. The privacy
preserving back-order algorithm based on the BGV encryption
scheme is illustrated in Section 3. Section 4 evaluates our
proposed scheme and Section 5 concludes the whole paper.

Algorithm 1: back-propagation algorithm
input: x={x1,x2,…,xn}, iterationmax , K ˈ

threshold

output: W, b, W’, b’
begin˖
Initialize the parameters randomly.
for iteration 1, 2,..., iterationmax do
for sample 1, 2,..., N do
//feed forward
for j 1, 2,..., m do

II. PRELIMINARIES
Wherever Times is specified, Times Roman or Times New
Roman may be used. If neither is available on your word
processor, please use the font closest in appearance to Times.
Avoid using bit-mapped fonts. True Type 1 or Open Type fonts
are required. Please embed all fonts, in particular symbol fonts,
as well, for math, etc.
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if JTAE (T ) ! threshold then

A. Auto-encoder and back-propagation
The auto-encoder is the basic module of the stacked autoencoder that is one of representative deep learning models [19].
The auto-encoder includes an encoder function and a decoder
function as shown in the Eq.(1) and Eq.(2).
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//back propagation
for i 1, 2,..., n do
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where L is the reconstruction error, typically a squared
error or a cross-entropy.
To decrease the magnitude of the weights, and prevent
over-fitting, a regularization term called weight-decay is added
into the reconstruction error:
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where, s is a non-linear activation function, typically
defined as a Sigmoid function: f(z)=1/(1+e-z).
An auto-encoder trains parameters {W, b, W’, b’} by
minimizing the following objective function:

J AE (T )

n

(¦ wij(2)  V i(3) ) f c(z(2)
j )

end
B. BGV
The BGV encryption scheme is the most efficient full
homomorphic encryption scheme introduced by Brakerski,
Gentry and Vaikuntanathan [21], [22]. BGV is a LWE/RLWEbased leveled full homomorphic encryption scheme without
bootstrapping which supports unlimited number of addition
and multiplication operation. The BGV scheme begins a Setup
procedure that chooses a P -bit modulus q and chooses the

  

where the O hyper-parameter controls the strength of the
regularization.
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parameters:

R

n n(O , P ) ,
F F (O , P )

dimension

d (O , P )

d

degree

N

the

,

A. Approximation of Sigmoid Function
Sigmoid function is the activation function used in deep
computation model, the secure computation of the Sigmoid
function requires one exponentiation operation and one
division operation. Since the BGV encryption does not support
the two operations over ciphertexts, this subsection uses the
Maclaulin formula to approximate the Sigmoid function as a
polynomial function as follows:
1
1 x x3
1 x x3 (5)
4
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the
and

ª«(2n  1) log q º» for given a security parameter O . Let
Z [ x] / ( x d  1) and let params (q, d , n, N , F )

that are required by the BGV scheme.
Assuming that the secret key and the public key are
and
(1, s '[1], s '[2],..., s '[n])  Rqn1
pk A
respectively for the parameters params (q, d , N , F ) of

sk

the BGV encryption scheme, the secure operations are
described as follows [31]:
(1) Encryption: Given a message m  R2 ,encrypt it
as: c m m  A

T

y

r  Rqn1 .

(2) Decryption: Given a cihpertext

As shown in the approximation of the Sigmoid function in
(6), the approximation of Sigmoid function involves only
addition operations and multiplication operations. Therefore,
the activation function can be calculated securely by Algorithm
2.
Algorithm 2: Secure Computation of Activation Function
Input: ciphertext of x : C(x), a: C(a), b: C(b) and c: C(c).
Output: ciphertext of y :C(y)
begin
Using secure addition: C1 C (b) u C ( x)
Using secure multiplication:

c and the respective

s

j
ˈ decrypt
it
to
secret
key
plaintext m m (( c, s j ! mod q) mod 2) Ǆ

get

(3) Secure Addition˖Given the ciphertexts c1 and

the

c2 of

m1 and m2 ˈ the cloud calculates their sum as:
let c3 m c1  c2 mod q j , the sum of c1 and

messages

c2 is c4 m Re fresh(c3 ,W (s jc o s j 1 ), q j , q j 1 ) .
(4) Secure Product ˖ Given the ciphertexts c1 and

C2

c2 of

c3 m c1

c2 mod q j , the product of c1 and

III. PRIVACY BACK-PROPAGATION ALGORITHM
In this section, we illustrate the proposed privacy
preserving high-order back-propagation algorithm based on the
BGV encryption scheme. To train the parameters

for sample 1, 2,..., N do
for j 1, 2,..., m do
//Using secure addition and multiplication to
calculate:

T {W (1) , b(1) ;W (2) , b(2) }

of deep computation model
securely, the proposed scheme encrypts the training samples,
i.e., input data {x1 , x2 ,..., xa } , output data {t1 , t2 ,..., tc } and

z (2)
j

initialized parameters T {W , b ;W , b } in the
client and uploads the ciphertexts to the cloud, allowing the
cloud servers to perform one iteration of the privacy preserving
back-propagation algorithm. The client downloads the results
from the cloud and decrypts them for updating the parameters
once, and then encrypts the updated parameters and uploads
the encrypted parameters to the cloud for perform one more
iteration of the privacy preserving back-propagation algorithm.
The repeats will not be terminated until the error is within the
threshold or the max number of iterations is exceeded.
(1)

(2)

C ( y) C (a)  C1  C2

Algorithm 3: Feed forward stage
Input: x={x1,x2,…,xn}, { W, b, W’, b’}
(2) (3) (2) (3)
Output: {z ,z ;a ,a }
begin
for iteration 1, 2,..., iterationmax do

c2 is c4 m Re fresh(c3 ,W (s jc o s j 1 ), q j , q j 1 ) .

(1)

C (c) u C ( x) u C ( x) u C ( x)

Using secure addition:
end

messages m1 and m2 ˈthe cloud calculates their product as:
let

1
| 0.5  0.25 x  0.02 x3
(6)
1  e x
a  bx  cx3
f ( x)

(2)

W  X  bj

//Using Algorithm 2 to calculate:

a (2)
f ( z (2)
j
j )
for i 1, 2,..., n do
//Using secure addition and multiplication to
calculate:

zi(3)

W ' a(2)  bi '

//Using Algorithm 2 to calculate:

hW ,b ( X ) ai(3)
end
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f ( zi(3) )

B. Privacy Preserving High-order Back-propagation
Algorithm on Cloud
Based on the Algorithm 1, cloud servers need to securely
complete two tasks for performing the privacy preserving
back-propagation algorithm over the ciphertexts. In details, the
(2)

(2)

(3)

In the STL-10 dataset, there are 500 training images and
800 test images grouped into 10 categories while there are
50000 training images and 10000 test images grouped into 10
categories. The learning parameters in our experiments are
set: iterationmax 100 , K 0.03 , which is proved to

(3)

values of z , z
,a
and a over the ciphertexts are
required to calculate securely in the feed forward stage, while

produce the best classification results.
To evaluate the efficient performance, we perform the
privacy preserving back-propagation algorithm (PPBP) on the
cloud while performing the conventional back-propagation
algorithm (CBP) on the client for five times. The results are
shown in Fig .1 and Fig.2.

the values of V
, V ˈ 'W
and 'W
need to be
calculated in the back propagation stage.
The feed forward stage is outlined in Algorithm 3.
(2)

(3)

(1)

(2)

The back propagation stage is outlined in Algorithm 4.

600

PPBP
CBP

Algorithm 4: back propagation stage

for

iteration 1, 2,..., iterationmax
for sample 1, 2,..., N do
for i 1, 2,..., n do

Training time (Minutes)

Input: x={x1,x2,…,xn}, { W, b, W’, b’},{z(2),z(3);a(2),a(3)}
Output: { W, b, W’, b’}
begin
do

// Using secure addition and multiplication to
calculate:

V

(a  (1  a ))  (a
for j 1, 2,..., m do

(3)
i

(3)
i

(3)
i

(3)
i
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1

 yi )

2

3
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n

(¦ w  V ) f c(z )
(2)
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(3)
i

(2)
j

Training time (Minutes)

(2)
j

i 1

for i 1, 2,..., n do
// Using secure addition to calculate:

b
b V
for j 1, 2,..., m do
(2)
i

(2)
i

5

Fig.1 Training time of two schemes on the STL-10 dataset

// Using secure addition and multiplication to calculate:

V
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(3)
i
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// Using secure addition and multiplication to calculate:
(3)
wij((2)) wij((2))  a(2)
j V i
for j 1, 2,..., m do

400
1

3
No. of experiments

4

5

Fig.2 Training time of two schemes on the Cifar-10 dataset
Fig.1 and Fig.2 show that the training time of the proposed
scheme is about 45% of the conventional back-propagation
algorithm. In other words, the efficiency of the proposed
scheme is 2 times higher than that of the conventional backpropagation algorithm for feature learning. The proposed
scheme cost the addition overhead for the data
encryption/decryption operations and data communication
between the client and the cloud. In particular, the client needs
to encrypt the parameters and decrypt the intermediate results
once in each iteration and to communicate with the cloud for
uploading the encrypted parameters and downloading the
intermediate results.
Next, we analyze the classification accuracy of our
proposed algorithm by comparison with the conventional backpropagation algorithm. The result is shown in the Table 1.
As shown in the Table 2, our scheme achieves a lower
accuracy performance than the conventional deep computation

// Using secure addition to calculate:
(2)
b(1)
b(1)
j
j V j
for i 1, 2,..., n do

// Using secure addition and multiplication to calculate:
)
w((1)
ji

2

)
(2)
w((1)
ji  xi  V j

end

IV. EXPERIMENTS
In this section, we carried out the experiments on the cloud
with 10 computing nodes, each with 3.2GHz Core i7 CPU and
4GB memory. To verify the performance of the proposed
scheme, we compare the proposed model with the conventional
stacked auto-encoder model on the STL-10 dataset and the
cifar-10 dataset.
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model since the approximation of the activation function
introduces the accuracy loss. In particular, our scheme
introduces about 2% more error rate compared to the
conventional deep computation model when we set the number
of Taylor series terms as 3.
Table 2 Classification accuracy
STL-10
Cifar-10

CBP
86.8%
80.3%

[10]

[11]

PPBP
85.1%
78.5%

[12]

V. CONCLUSION
In this paper, we proposed a privacy preserving backpropagation algorithm based on the BGV encryption scheme
on cloud. One property of the proposed algorithm is to apply
the BGV encryption scheme to the back-propagation algorithm
for preventing the disclose of private data with cloud
computing. Furthermore, the proposed algorithm improved the
efficiency of massive data feature learning by incorporating the
strong power of the cloud computing. Experimental results
show that our scheme performed more efficiently than the
conventional stacked auto-encoder model.
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